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1. INTRODUCTION

In broadcast, as in any other industry, security is the key factor that determines whether a system
is reliable or not for managing the valuable assets of a company. Broadly speaking, a truly secure
system must be able to grant access to media content only to authorized users and record every

operation performed against media for future consulting or auditing.

Etere, a worldwide leader in the broadcast industry, provides a granular security framework for the
entire cycle of its media management which goes from media acquisition to delivery, implementing
a long series of enterprise security features aimed to increase the reliable management of a

system:
o Web portal for digital reception and delivery of media,
e Controlled and safe connection to NLE,
e Use of authentication accounts and function permissions,
e Set of permanent and temporary rights for specific users and files,
e The entire activity of users is logged and monitored,

e Protection of files against unwanted direct access.

Etere provides stations with the ability to receive and deliver media content in a secure manner,
thus ensuring the security of the storage repository on which the company’s media content is
stored. The enterprise web service provided for this purpose brings access to the media content
via a website accessible on the Internet worldwide to authenticated users, for which an

administrator has defined credentials and rights for the website and its managed content.

This document details the security features provided by Etere for the compliance with the content

security obligations required to guarantee a reliable use of a media library under an Etere system.
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2. ENTERPRISE SECURITY FEATURES

Throughout this chapter there will be treated the key aspects involved in the security of a media

management system, explaining for each one of them, how Etere accomplishes the most common
media tasks with the maximum of security and operational efficiency.

3.1 MAM connection for NLE

Etere provides a web service to allow remote clients to deliver digital content into the library,
this web portal will permit other station’s areas (e.g. NLE systems, News providers, MAM
systems) to easily and safely upload content (and its related metadata) into a web server.
Etere provides the most secure interface for an enterprise communication between Non-Linear
Editing systems and the Media Asset Management system. In order to access the MAM
system, NLE editing workstations just need to login into the Etere’s web portal:
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Once authenticated, NLE users will be allowed to exclusively consult the media library and
preview proxy files (file access and download is restricted):
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In order to ensure that only authorized persons access the web service, Etere counts with an

encrypted authentication method which requires users to enter their provided credentials:
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3.2 Download requests

A key feature of the web management of the media library consists of the capability of granting

“temporary rights” to web users for performing specific task (e.g. download a certain asset’s

file). Temporary rights can be given either as a response to a user request or directly given to

them, in both cases the user will be notified via email containing the information (e.g. ID,

codec, fixed note and an evaluation note) about the asset for which the temporary right has

been granted.

The process flow that describes the management of temporary rights is following detailed:

Reguest

1. Every time a web-user attempts to download an unauthorized file, he will need to first

request the permission to do that:

*Request for File Download

[*Download only the file with the selected codec
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Approval

2. A supervisor will be in charge of responding to web requests (grant or deny) through a
dedicated interface:

L Search | @Gm;all;;a | @Pmpett;es u[ 55 Meda | L\:Wod:;low I.F ;V-mkshea I| S:aoondalyEvénts | %’M;tadata |I @g’ Rights.managem;nt |
Standard | Extended |Flags | Fulltext [A1 |

v i o I
[¥] Requests [Download metafile VJ | g |
-G K] [« [«][»] ][0 | Reset Search

D Code Title Media Episode Duration
[ 11 Jonderwall P UF S 1 00:03:55.09
26 26 Falling down ¥
27 27 Just like a woman had | 1 00:04:00.09
i 33 Pathetique Movement elel 1 00:00:30.08
@ Properties | ) Media IQ Wodcﬂowl & “Worksheet I Secondary Events | ’\’}‘ Metad | Rights management | % Tapeless reception | {1l TechnicalData
[ r
“Requests
“Requester  Devil's Agency Request  Download metafile Codec ALL
Notes 0K 2 |'Response =]
Request accepted
Request denied

Supervisors will count with a list of all responded temporary rights (current and

expired), being also possible to grant new permissions to specific users for a certain
action codec until a given date:

(5} Hide temporary rights

JZLE B
Requester Request Codec Expiry date
JohnSmith Download metafile ALL 15/06/2012 09:35:21
LingSam Download metafile WMV 18/06/2012 09:35:52
Joalow Download metafile WMV 01/06/2012 09:47:56
NLE18 Download metzfile MXF 09/06/2012 09:48:45

3. An email message will inform the requester web-user about the response:

From: ‘ supervisor@mystation.tv [system-profile emalil account]

To: wuser5@lagency.com [personal-data email account]

Subject: Web request: download metafile [request type]

Web request: Download metafile [personal-data code]

Asset code: 22 [code of the requested asset]

Bod Asset tile: Bee-Beer spot 2012 [description of the requested asset]
ody:

y Codec: ANY [media codec requested for download]

Response: Request accepted [answer about the request approval/denial]

This system has been automatically delivered by Etere. [email additional text]
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Download

4. At this point, the web-user will be allowed to start downloading the requested file:

e Etereweb - Download from asset: (1) - Wonderwall - Windows Internet Explorer

(Show search panel...)

@ hittp://172.31.230. ger_stepl

i Save search

Wonderwall N
oy | CC - Download Ready

ASSET ID: 1
GENERAL DATA 21/1212011 11:34:43 - Waiting ...
1146572683 PROPERTIES
: MEDIA _
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&= | METADATA

RIGHTS MANAGEMENT
MEDIA DATA 7
124 WORKFLOW

PWORKSHEET: Wonderwall
1267150889 SMPTE METADATA 1
OPERATIONS
1335825560 LINKS d e
1394506034 st 9

1411 DOWNLOAD ...
UPLOADED FILES

1094971274

i

1416840012

2241 180064040 OB Tatal Winanut 1110 == __

The requested file will be made available on a dedicated web folder, from where it will
be downloaded by the user.

3.3 Protected file access

Etere enables stations to protect their valuable media library to prevent direct access to files
from unauthorized users. The “Etere Rights Management” application allows controlling the
access permissions to the most important modules and functions, this, by permitting stations
to define a suitable set of access levels based on user-groups (i.e. roles representations) to
which rights are either granted or denied:

{Rights management

Stations michael Stations: CHANNEL 1
[7] @ CHANNEL 1 System .. | Groups: Agencies.
P CHANNEL 2 LITE Syem . |2 9 H |G
[C1€PCHANNEL 3 System ... |[~, @& RIGHTS R
b 9 ACCESS
b3 BASE
» 3 OBJECTS
b £3 FUNCTIONS
b £ SETTINGS

I+ £ WORKFLOW INSTANCES
1> L WORKFLOW ACTIONS
I+ {3 REPORTS
473 WEB
9 Air Sales"Proposal Change discourt
s Air Sales"\Proposal Change Bdra discount
@ Browsing con JA&S
~{g¥ Commercial crowding
A Creative Area'Creation of new asset
s Creative Area\Creation of proma schedule
4@ Creative Area\Modify asset

@ Creative Area'\View asset

- - Download clip
£ Operators -y Download hi res
[ 8 Traffic Salesmen —)tmgestHist
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File access is further protected by avoiding users to handle media files directly (i.e. without using
Etere). Stations are able to set media folders with different access paths and credentials, thus
allowing for example to set a file access path for network users and a different one for web users:

g‘é. Media Folder ‘

BlODmax| W ' A - -aer §
Media Folder for the Asset Forms Contains v v

Client IP

Sort by [Media Folder for Assets

Etere Web download/upload path Name User Downl... Password Downl...

2/ 230, be/video
\\michaelw7\My FTP Server\NLE\... MySrv(NLE100-0)

\\michaelw7\My FTP Server\NLE\HD100-V1\  [All] \\michaelw7\My FTP Server\NLE\... MySrv(NLE200-1)
\\michaelw7\My FTP Server\NLE\HD220-VO\  [All] \\michaelw7\My FTP Server\NLE\... MySrv (NLE220-0)
\\michaelw7\My FTP Server\NLE\HD350-VO\  [All] \\michaelw7\My FTP Server\NLE\... MySrv (NLE350-0)
\\michaelw7\My FTP Server\NLE\HD350-V1\  [All] \\michaelw7\My FTP Server\NLE\... MySrv (NLE350-1)
\\michaelw7\My FTP Server\NLE\HD350-V2\  [All] \\michaelw7\My FTP Server\NLE\... MySrv (NLE350-2)
\\michaelw7\My FTP Server\Partially Restored\. [All] \\michaelw7\My FTP Server\Partial... MySrv (Partial Re)

Additionally, Etere allows increasing the reliability of media management by generating a MD5
Checksum every time a video file is moved from one device to another, thus allowing to check the

file hash of media files to verify that it has been neither modified nor corrupted:

4 Channel 1, Asset Form

Channel 1

O 2] B2 e

ID 45 Code  55EA Title 5SEA
‘ [ Seaich I @ General Data I @ Froperties | & Media I a Workflow I Secondary Events I etadata I Rights management I 5 T apelass leception| m] TechnicalData m

Media @

Support Mame  Codec  Last modify Offline  Automation Device Path File narne | MO5 Checksum
E. BSEL SE& 25/06/2011 15.42.39 £1 ARCHIVE WETERENSTORAGEMARCHIVEY B5E4 sal @
!. BSEA SEA 02/07/2011 18.46.57 ‘ SEACHANGE BMS1
- =0 SR S e = = = BT T

3.4 Operations tracking

Etere provides stations with the capability of consulting in real-time a reliable record of the
entire activity of librarians. All upload and download actions performed within the media
library—by desktop and web users- are recorded in the database for consultation:

General Data | Properties | Media = Secondary events | Metadata | Rights management = Mediadata = Workflow = Worksheet = *Peoplein charge = SMPTE Metadata Links
07/06/2012 14:47:07 ASSET MANAGER Create asset form [AF1] AUCLONEW?7 saha2 Create @
07/06/2012 16:19:01 ASSET MANAGER Updated asset form EMANUEL sahall Edit @
07/06/2012 16:20:51 ASSET MANAGER Updated asset form ACQUARIO103 || sahas Edit @
07/06/2012 16:29:26 Etere Web Edit from EtereWeb Id Asset: 1 WEB DevilsAgency | Edit @

CLIEMT
07/06/2012 17:03:06 Etere Web EtereWeb: Upload file From Java object WEB DevilsAgency || Edit @
LIENT
07/06/2012 17:03:08 ASSET MANAGER Updated asset form MICHAELW?Y michael Edit @
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The logs that permits to track operators activities are digitally certified to make them equivalent
to signatures, this permits to increase the level of security of the entire system. As shown

below, Etere allows visualizing operations according to their certification status:

L veda oy T e — AT R =
i, 1, CHANNEL 1, Mediaibrary - p—4
W Eile Tools Show Utilities ?
CHANNEL 1 _
DE-RRsdy TDHFRARBRRBASE O N? E10GAE _a = A _ ,
D 1 Code 1 Tide Wonderwal |
L Seach | @ GonerdDsta | (3 Popotes | 5 Mode | ) Woidow | 5 Worchest | 7] Seconday s | % Mo | 24 s
% Tapeless | Ef Technicalata | SMPTE M | [eiunks | JIsiAE | & Opetions | 4% Keys/Keyboards | /2 “Peoplein charge
@ saa@ |
Date Status Operation Tape  Part  Me Field Machine Operator  Sowrce  Destination  Process User Mates Application -
M| 13/10/°2011 17:32:45 @ Edit MICHAEL  michael ASSET MANAGER o Delete metafie from Muttisuppor Media library
(11131072011 173315 @ Copy MICHAEL __ michael Content Check [ 1] DataMover I
13/10/2011 17:33:18 @ Segment L  MICHAEL  michael CMS: Black search +Sco Teminated 13/10/2011 17:33:3 Unknown
137072007 173508 (3 Edit MICHAEL  michael ASSET MANAGER o Updated asset form Media library |
4nnMnee 1TacAs raa LA — ACPET MAKACTR 1 Plodoaod o feeon 4T [T

.

o Bl : The operation is not certified, its logged information has been altered.

: The operation is certified, its logged info reflects it as it exactly occurred.

A “Login Report” section provides information about the accesses performed by specific

users, displaying for each one of them their most relevant information including:

etere web

r1ﬂ User: michael33
» Login report

| Station: CHANNEL 1 3

Search
(Company Name/Surname)

|agency

a/Surname Data Login Time in Etere Web
Michael Vasquez 15/06/2012 15:01:19 00:00:00
Michael Vasquez 15/06/2012 13:13:47 15/06/2012 13:23:47 00:10:00
DevilsAgency Devil's Agency 15/06/2012 13:08:04 15/06/2012 13:18:04 00:10:00
DevilsAgency Devil's Agency 15/06/2012 10:55:02 15/08/2012 11:05:02 00:10:00
DevilsAgency Devil's Agency 15/06/2012 10:48:22 15/06/2012 13:08:04 02:19:41
DevilsAgency Devil's Agency 15/06/2012 10:48:00 15/06/2012 13:08:04 02:20:03
DevilsAgency Devil's Agency 15/06/2012 10:46:50 15/06/2012 13:08:04 02:21:13
DevilsAgency Devil's Agency 14i06/2012 15:53:01 14/06/2012 16:03:01 00:10:00
DevilsAgency Devil's Agency 14/06/2012 10:51:02 14/06/2012 11:01:02 00:10:00
DevilsAgency Devil's Agency 14/06/2012 10:38:39 14i06/2012 15:53:01 05:14:21
DevilsAgency Devil's Agency 13i08/2012 15:32:41 13082012 15:42:41 00:10:00
JonesAndlones Jones & Jones 13/06/2012 14:47:36 13/06/2012 14:48:08 00:00:31
Michael Vasquez 13/06/2012 14:44:41 13/06/2012 14:54:41 00:10:00
NevileAnaney Meuil's Aneney 1UNRIPNTD 144741 14INAIPN12 102820 10°RARR
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Moreover, an “Access Statistics“ section will permit to monitor users access into the system,
providing administrators with daily and monthly information on how many times and how long

users have been logged into the system:

etere web

b Users statistics

[13/06/2012

Show

Mo. Login per day 4
Mo. Users per day 3
Mo. Hours in use per day (average for login)  6h 45m

Mo. Hours in use per day (average by user) 5h4m

June

Year 2012 -

-

| Show || Export Excel

Use Time (User Average) || Use Time (Login Average)
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3. KEY BENEFITS

This paper has described how Etere is able to bring the maximum of security to the management
of a media library, proving stations with an enterprise security system enhanced with a large

number of operational benefits and advantages including:

e Suitable configuration: Access levels to the library can be set according to the specific

operations assigned to users, being also possible to request and assign rights on-the-fly.

¢ NLE Integration: NLE users can be safely integrated into the media management workflow

through a secure web portal with user-specific permissions.

e Detailed Monitoring: Supervisors can monitor the activity of users accessing the media

library in real-time, viewing for example their activity time and performed operations.

e Reliable functioning, an innovative workflow management allows to reflect —and check-

the real station’s operations and permissions into the management system.

o Enhanced usability, a simple and sophisticated interface guarantees a smooth use

whereas a robust metadata definition ensures an accurate and enterprise management.

e Enhanced security: The Etere web portal can perfectly work along with routers and

firewalls to improve remote access and ftp transfers.
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4. ABOUT ETERE

Etere is an international leader in the media market. Etere develops and distributes a wide range
of high technology software for broadcasting and media businesses. With more than 20 years of
experience, Etere provides powerful, flexible, cost-effective, high-performance, end-to-end media
solutions. Etere is the only company worldwide that can offer you a solution to all your media
needs in one single package.

Etere is the only solution 100% workflow based for all broadcast and media environments. It's a
common framework where there is real-time sharing of all the data among several applications to
manage all media business requirements. The workflow approach allows a fully customized design

with edge performances.

From its headquarters in Tolentino, Italy, Etere guarantees the best after-sales support service on
the market with engineers ready to give professional assistance 24 hours a day, 7 days a week.
The service includes voice, email, VPN and VolP with unlimited calls and connection time, and a

pro-active system to help diagnose problems before they appear.

Etere: a consistent system

Contact Information:
Etere pte Itd, 140, PAYA LEBAR ROAD, #06-16 Singapore 409015
Email: info@etere.com

Website: Www.etere.com
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