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1. INTRODUCTION

Nowadays, broadcast facilities are implementing challenging improvements that seem to increase
system’s complexity more and more, these systems requires a great capability to help manage the
overall technical workload and enables engineers to find and correct problems. Etere is an
integrated broadcasting solution based on a distributed architecture that allows different modules
to run on different workstations interconnected by a network and integrated with the devices used
by broadcast stations, making all these elements work as a single system.

In a complex scenario with several components involved, a centralized dashboard that gives the
ability to monitor the system’s functioning becomes crucial for the overall system management;
actually, that tool will act as the “electrocardiograph” that will permit to keep the health of the

system under control by listening and checking its heartbeats in real-time.

For this purpose, Etere has used SNMP technology, a standard on network monitoring, for
developing Etere SNMP Console, a simple but effective assurance monitoring service able to
gather SNMP messages from all SNMP-enabled devices from a module connected to the network
that makes them available as graphical warnings, acoustic alarms, email messages and even sms

notifications.

The use of SNMP (Simple Network Management Protocol) technology brings Etere systems with a
set of rules for defining how to identify problems on devices, modules and connections which are
connected to a data network. In this terms, Etere SNMP Console is a key solution for the
monitoring and control of devices over an entire network, it unifies into a single user-friendly
interface all tools required for the management of SNMP-enabled devices, thus simplifying, for

example, the detection, location and handling of failures occurred anywhere within the network.

This paper describes how Etere SNMP Console is able to monitor all the devices on which SNMP
is enabled from a central or remote interface, thus demonstrating why it is a very convenient tool
highly appreciated by operators all around the world due to its capability to always keep an eye on

all components involved in the broadcast chain with maximum simplicity and minimum interaction.
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2. ETERE SNMP CONSOLE

The Etere SNMP Console is a module that makes part of the Etere’s solutions suite, it is a module
specifically designed to ease the monitoring the functioning of not only SNMP-enabled devices but
also any Etere module in general, this key feature will permit system supervisors and operators to
monitor through a intuitive user interface any failure occurred anywhere within the station’s

network, providing useful detection and handling functionalities, as shown in the following figure:

Etere Centralized real-time system monitoring

a consistent system
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Etere SNMP Console is a windows-based software application that enables users to discover,
configure and monitor in real-time SNMP-enabled devices and other Etere products, this
application is designed to provide outstanding monitoring capabilities including access to any
device within the network, the possibility of handling attached files for each device; and the ability

to monitor alarms generated from each device within the network, all of this, from a central module.
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The Etere SNMP Console will provide operators with automatic messages informing about the
status, warnings and errors of all enabled devices, displaying them with issue-specific colors and

highlighting all events which requires to be solved urgently.

Etere SNMP Console notify SNMP alarms as acoustic, email or sms messages; being also
possible to sent alarms directly to the Etere’s customer support service that will undertake them to
provide as soon as possible a cross-check service by means of the SNMP workstation. Among the
most significant characteristics of Etere SNMP console the following can be mentioned:

e Tight integration for monitoring not only SNMP-enabled devices but also any Etere module
(e.g.: Etere Ingest, Etere Automation, Etere Data Mover, Etere Memory, etc).

e Automatic gathering of system messages within a reliable SQL database with further
filtering and archiving features.

¢ A highly graphical interface based on a colored map of resources that describes which
objects are managed by the system and how they are connected.

¢ Acoustic and visual alarms to point out devices which are off-line or functioning incorrectly.

¢ Alarms and warnings can be filtered differently for each user, and settings are available for
each device in the network.

¢ Notifications can be shown on screen, logged to a database and automatically e-mailed to
one or more e-mail accounts.

e Easy highlighting of currently used resources in real-time, indicating also which workstation
and user is using that resource.

e Ensured support for mostly used interfaces including SDI, Ethernet, GPI, RS422, etc.

3. DETAILED FEATURES

Facility monitoring features provided by Etere SNMP Console drastically simplifies the detection,
location and handling of failures occurred anywhere within the network, easing workloads and
reducing downtimes for broadcasters; Etere SNMP Console will expands broadcaster’s
capabilities by allowing them to incorporate and monitor many different types of IT equipment such

as routers, servers, etc, as well as locating monitored devices reachable over a network.
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In this chapter, there will be explained all the key features of Etere SNMP Console for monitoring
SNMP-enabled devices and Etere modules, going from the design of a graphical map containing
all resources within the network to the configuration and visualization of the alarms gathered from

said resources, all these, under a single and user-friendly interface.

3.1 Graphical interface
The Etere Resource Viewer is a software application that provides practical, real-time control and
monitoring of system infrastructures over multiple network protocols, it provides a graphical
monitoring and feedback according to specific user’s configurations, thus reducing the complexity

of network management to simple and intuitive operations.

Etere A detailed resources map for monitoring

a consistent system

Resource Viewer

Device: Video Server ER3K3J-G7FD
Rack Position: 03

Status: 0 (Error)

Date and time: 29/04/2011 - 07:46:11
Description: Exception in GetMedia()

Available docs: U: pdf

and more views, filters and notifications....
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The Etere SNMP Console enhances the service management capabilities of Etere Resource
Viewer to manage a wide range of devices under a central monitoring environment thanks to a
qguick and flexible interface for deploying —without depth skills- an enterprise map of devices on
which it will be possible to know in real-time- who's using a resource, which resources are in error,

which resources have active connections or simply view its SNMP messages.

3.2 Multiple Views
With Etere you can freely set and use different views for monitoring your system, it is possible to
monitor, besides the entire network, a more organized view formed by rack devices or specific
workstations, being accessible in all cases, through a simple click, all the SNMP messages
including key information such as the name of the device, notified status, logged date and time,

problem description, rack position, IP address, etc:

Etere Multiple views for a detailed monitoring
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The figure above illustrates how multiple views enables easy monitoring of specific SNMP-enabled
devices grouped by rack or user-defined profiles; being this and another customization features the

best solution for providing a quick and effective manipulation of your system’s network map.

3.3 Filtering rules
Gathered messages can be configured by the user to filter only specific incoming traps, thus
allowing to receive only those notifications which you consider “relevant” for your monitoring

purposes:

— Filter name Only-By-Michael Active [
] General
RECEIVE-ALL Owner Description |
|| EVEREARALER Login name Michael Pc name
16
DS Inztallation Etere 20.0.1
| Filter 01 Severiy
Filter 02 v Infarmation v W aming v Emar v Lrknown
Switch Error code
= Fram o To 16777215
._‘ frre i’
IP address r
Fram [172.31.230.0 To [172.31.230.255 [ocal =
Action b orE
+ Manage  Archive " Only re-send " *Manage and resend ¢ Discard Eiiioa
Alarm tupe -
| ¥ Send email To email address |michael.vasquezotazu@etere. eu Em;:n
Public =
[~ Send sms Subiect [rumber] | fEnno-A
. pemory
¥ Sound File Mame | EI pAemary
Partially

- [T = |

As shown in the figure above, filtering profiles are managed as profiles, each profile can feature
parameters to filter messages using specific criteria including by owner, by login name, by
installation, by description, by workstation, by severity, by error range, by IP intervals, by action
types, and additionally, it will be possible to decide the notification method (i.e.: send email, send

sms or play sound).
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3.4 Detailed notifications
SNMP messages besides being highlighted in the map of resources, they are also delivered as
email messages, sms notifications, sound alarms or SNMP traps to other Etere SNMP Consoles,
in all cases, just by making double-click on SNMP messages, the user will access detailed
information on them including the device name, the notified status, date and time, rack position, IP

address, error code, description and the list of workflows currently looped due to the device failure:

or
a
g
i Description
'g 05/11/200819.10.14 in SM1 cmcClose 26 [0x0000001A] Failed to tran.
i = €  0511/200819.10.14 in SM1 emcClose 26 [0x00000014) Failed to tran,. O
? @  0511i200819.0650 in SM1 cmcFindMovie 4802 [0x000012C2) Socke... O
7 @  0511200819.0650 in SM1 cmcFindMovie 4802 [0x000012C2) Socke,.. 0
.
é €  0511/200819.0021 in SM1 cmcGetMovieStatus 1 [0x00000001) Tim... 0
B View divicn operaticalog @  0511/200819.0021 in SM1 cmcGetMovieStatus 1 [0x00000001] Tim... O
3 24 Fedinthe resource map
€  05/11/2008144055 Exceptionin DISTRUGGI_SISMEDIA n.1 0
Q  view location =
T €0 ACHANAR 1S ANEE  FLeaiien L AISTALIAAL MIPAAFALS ”
BRANDNEW! Message type Period
CHRISVAIOXP I~ Infoemation I~ Waming & A © Last week
anee e ™ Unk e c
DEMARCO W Ence Unknown ‘oday Last morth
EDITORALICELIVE View Order
{53 EDITORGOLD ~
¢ c @ c
EDITORLA? J Aschived By period Byype

@ Not archived

Notification messages of a certain device can be filtered to allow a faster and efficient monitoring,

available filtering criteria include by messages type, by period or by archived status.

3.5 Attached files
Etere provides an intuitive interface for storing files of any type related to a certain resource within

a SQL database, thus making them available to be consulted in case of malfunctioning of a certain

device or just for reading how to use said device:
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T 12103/200813.18.00  Main Conospt =A@ D |
E] | & Adobe Acrobat Standard - [~tmpletturaf.pdf] =10 _| (EENEL] 1=
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3.6 Remote Consultation
Etere also provides a well-designed and easy-to-use interface for monitoring your entire network
as easy as surfing the internet, thus improving the monitoring of modules subscribed to the Etere

SNMP Console to detect errors, missing heartbeats and any possible failure:

etereweb u Select Zone gnstisgs{:e?

channel 1 o’

Message type Date range View Order Other

O information Warning @al OlLast week @ail © Not archived ®By period OBy Type M view device name

Error Blunknown OToday OlLast month O Archived I@ Ti;'er

Grid updated at: 12/03/2010 13.15.52

[Opendetails] &3 MICHAEL 08/02/2010 [michael] rtvmbms1 CH-1: Error while resetting. Automation error 709 arc‘l::\:ed ~
[Open details] 0 MICHAEL 08/02/2010 [michael] rtvmbms1 CH-1: Error while stopping. Automation error 11 arcnhoi\t/ed
[Open details] oA ETEREONAIRCLONE 08/02/2010 [etereona] Master & Clone are shifted, shift value is 12419f 251658244 arcnh(:ced
[Open details] A ETEREONAIRCLONE 08/02/2010 [etereona] Automation is now master 251658246 arcnhont/ed
[Open details] A ETEREONAIRCLONE 08/02/2010 [etereona] Master & Clone are shifted, shift value is 99f 251658244 arcnhoi\Sed
[Open details] A MICHAEL 08/02/2010 [michael] Master & Clone are shifted, shift value is -70f 251658244 arcnh(:\t/ed
[Open details] '3 ETEREONAIRCLONE 08/02/2010 The application etereau.exe [3916] on ETEREONAIRCLONE is started? 5000 arcnhoi:ed
[Open details] o ETEREONAIRCLONE 08/02/2010 The application etalign.exe [588] on ETEREONAIRCLONE is started? 5000 arcnhoi\t/ed

Here, the operator will be able to filter messages —in real time- by using the parameters available
on the top of the page; these parameters include the message type, date range, archived status,
and maximum results number. Furthermore, detailed information on each message can be

accessed with just one click:
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(= :: Snmp details :: - Windows Internet Explorer

General

Local senttime 16/02/2010 17.53.44

Receipttime 16/02/2010 17.53.44

Community Etere

Specific trap 1

Status not archived

uiD 72231f09-9023-44a34-9da8-866d2e173ebf
User

PC name MICHAEL

IP address 172.031.230.109

Login name michael

Owner Etere Automation [v. 20.01.10.1214]
Message

Severity 1

Installation michael

Error code 251658249

[michael] Automation will use emergency for the following code
Description (support): 3082 (,, ). Message from driver: "Support empty {Note=,
Svr=Error}”
Utente Etere 1

4. BENEFITS

This paper has described the Etere SNMP Console and all its features that permits to always
keep an eye on all components involved in the broadcast system network with maximum simplicity
and minimum interaction, this by allowing to monitor in real-time the devices on which SNMP is
enabled from a central or remote interface. The key benefits derived from these features, that

confirm Etere as a complete Media Enterprise Resource Management system, can be summarized
in the following points:

V' Integration, any SNMP-enabled device, equipment or system can be incorporated in the
monitoring system.

V' Software-based, no extra equipment needs to be installed in order to start monitoring your
system in real-time.

v Visual indications, device alarms are gathered, filtered, archived and notified

automatically via e-mail, sounds, sms or SNMP traps.

V' Network security, devices are discovered and accessed only by users belonging to
authenticated groups enabled for monitoring.
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V' Customizable views, a set of different views to monitor, besides the entire network, only

certain racks or specific workstations.

V' Graphical management, all components are configured, browsed and used under a fully

graphical interface which is simple by full of functions.

v Multiple selection, launch multiple actions on different devices with a single click.

5. About Etere

Etere is an international leader in the media market. Etere develops and distributes a wide range
of high technology software for broadcasting and media businesses. With more than 20 years of
experience, Etere provides powerful, flexible, cost-effective, high-performance, end-to-end media
solutions. Etere is the only company worldwide that can offer you a solution to all your media

needs in one single package.

Etere is the only solution 100% workflow based for all broadcast and media environments. It's a
common framework where there is real-time sharing of all the data among several applications to
manage all media business requirements. The workflow approach allows a fully customized design

with edge performances.

From its headquarters in Tolentino, Italy, Etere guarantees the best after-sales support service on
the market with engineers ready to give professional assistance 24 hours a day, 7 days a week.
The service includes voice, email, VPN and VolP with unlimited calls and connection time, and a

pro-active system to help diagnose problems before they appear.

Etere: a consistent system
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Contact Information:

Etere pte Itd 140, PAYA LEBAR ROAD, #06-16 Singapore 409015
Telephone +65 67021772

Email: info@etere.com

Website: www.etere.com

Page 13 of 13
© Contents of this publication may not be reproduced in any form without the written permission of Etere.
Reproduction or reverse engineering of copyrighted software is prohibited.


mailto:info@etere.com
http://www.etere.com/

