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Etere Media Library: The Best Secure Solution for your Media

Etere provides stations with the ability to receive and deliver media
content in a secure manner, thus ensuring the security of the storage
repository on which the company’s media content is stored.
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For more information, please refer to the attachment.

The enterprise web service provided for this purpose brings access to the media
content via a website accessible on the Internet worldwide to authenticated users,
for which an administrator has defined credentials and rights for the website and its
managed content. In broadcast, as in any other industry, security is the key factor
that determines whether a system is reliable or not for managing the valuable
assets of a company. Broadly speaking, a truly secure system must be able to
grant access to media content only to authorized users and record every operation
performed against media for future consulting or auditing.

Etere, a worldwide leader in the broadcast industry, provides a granular security
framework for the entire cycle of its media management which goes from media
acquisition to delivery, implementing a long series of enterprise security features
aimed to increase the reliable management of a system

m Web portal for digital reception and delivery of media

m Controlled and safe connection to NLE

m Use of authentication accounts and function permissions

m Set of permanent and temporary rights for specific users and files

m The entire activity of users is logged and monitored

m Protection of files against unwanted direct access

Etere provides stations with the ability to receive and deliver media content in a
secure manner, thus ensuring the security of the storage repository on which the
company’s media content is stored. The enterprise web service provided for this
purpose brings access to the media content via a website accessible on the
Internet worldwide to authenticated users, for which an administrator has defined
credentials and rights for the website and its managed content.

This document details the security features provided by Etere for the compliance
with the content security obligations required to guarantee a reliable use of a
media library under an Etere system.

ENTERPRISE SECURITY FEATURES

Throughout this chapter there will be treated the key aspects involved in the
security of a media management system, explaining for each one of them, how
Etere accomplishes the most common media tasks with the maximum of security
and operational efficiency.

MAM connection for NLE

Etere provides a web service to allow remote clients to deliver digital content into
the library, this web portal will permit other station’s areas (e.g. NLE systems,
News providers, MAM systems) to easily and safely upload content (and its related
metadata) into a web server. Etere provides the most secure interface for an
enterprise communication between Non-Linear Editing systems and the Media
Asset Management system. In order to access the MAM system, NLE editing
workstations just need to login into the Etere’s web portal:.

Once authenticated, NLE users will be allowed to exclusively consult the media
library and preview proxy files (file access and download is restricted):

In order to ensure that only authorized persons access the web service, Etere
counts with an encrypted authentication method which requires users to enter their
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provided credentials.

3.2 Download requests

A key feature of the web management of the media library consists of the
capability of granting “temporary rights” to web users for performing specific task
(e.g. download a certain asset’s file). Temporary rights can be given either as a
response to a user request or directly given to them, in both cases the user will be
notified via email containing the information (e.g. ID, codec, fixed note and an
evaluation note) about the asset for which the temporary right has been granted.

KEY BENEFITS

This paper has described how Etere is able to bring the maximum of security to the
management of a media library, proving stations with an enterprise security system
enhanced with a large number of operational benefits and advantages including:

m Suitable configuration: Access levels to the library can be set according to the
specific operations assigned to users, being also possible to request and assign
rights on-the-fly

m Integration: NLE users can be safely integrated into the media management
workflow through a secure web portal with user-specific permissions

m Detailed Monitoring: Supervisors can monitor the activity of users accessing
the media library in real-time, viewing for example their activity time and performed
operations

m Reliable functioning, an innovative workflow management allows to reflect
—and check the real station’s operations and permissions into the management
system

m Enhanced usability, a simple and sophisticated interface guarantees a smooth
use whereas a robust metadata definition ensures an accurate and enterprise
management

m Enhanced security: The Etere web portal can perfectly work along with routers
and firewalls to improve remote access and ftp transfers

ABOUT ETERE

Etere is an international leader in the media market. Etere develops and distributes
a wide range of high technology software for broadcasting and media businesses.
With more than 20 years of experience, Etere provides powerful, flexible, cost-
effective, high-performance, end-to-end media solutions. Etere is the only
company worldwide that can offer you a solution to all your media needs in one
single package.

Etere is the only solution 100% workflow based for all broadcast and media
environments. It's a common framework where there is real-time sharing of all the
data among several applications to manage all media business requirements. The
workflow approach allows a fully customized design with edge performances.

From its headquarters in Tolentino, Italy, Etere guarantees the best after-sales
support service on the market with engineers ready to give professional assistance
24 hours a day, 7 days a week. The service includes voice, email, VPN and VolP
with unlimited calls and connection time, and a pro-active system to help diagnose
problems before they appear.
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