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NMNOYEMY WINDOWS JTYHLUE YEM LINUX

Windows HeM3MeHHO ABNseTCs YHUBepcasnbHOM niathopmon ans
MHOIMMX KPUTUYECKU BaXHbIX CUCTEM MO BCeEMY MUPY. Mbl onncanu

K/tOUEeBble NMPenMyLLLEeCTBA, KOTOPble AEMOHCTPUPYIOT, nodemy Windows
npeBocxoauT Linux B pas/iMyHbliX NPUMEHEHUAX.

Mpu paspaboTke KPUTUYECKM BAXKHBIX CUCTEM HAOEXHOCTb, BO3MOXHOCTb
NoaAepXKkn 1 6e30MacHOCTb MMEIOT NepBOCTENEHHbIE 3HaYeHUs. B To Bpemsi kak
3 Linux yacTo xBanst 3a rmMbKoCTb M 3KOHOMUYHOCTb, Windows npegocrasnseT
mepe Bonee KOHTpONMpyemyto, NOAAEPKMBAEMYIO U UHTETPUPOBAHHYIO cpeay,
FRETESESEERE oTBeYaLyto TpeboBaHUAM MHAPACTPYKTYPbl BEICOKOW JOCTYMHOCTM.
CpaBHeHue mexay Windows u Linux:
KopnopatusHas Nogaepxka
mWindows: KpyrnocytoyHasa nogaepxka Microsoft, CYO (CornaweHus o6 YpoBHe
O6cnyxunBaHus), BblAeneHHble MeHeaKepbl No paboTe ¢ KNMeHTamm
mLinux: Mopaepxka Ha ypoBHe coobLLeCcTBa Uiy nNnaTHas CTOPOHHAS NogaepXKka
(Hanpumep, Red Hat)
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= . BesonacHocTb U MNaTtun

| Windows mWindows: LleHTpanu3oBaHHas nogaepxka WSUS/MEM, o6HOBREHUs Mo
noanuncke, npeackasyemble LMKIbl
mLinux: 3aBucuT OoT ANCTpUBYTUBA, YacTo TpebytoTca OOHOBNEHUS BPYYHY!HO,
LMKIbl HE COrnacoBaHbl

Windows Logo

CoBmecTumoctb O6opyaoBaHus
m\Windows: LLinpokasi nogaepxka NOCTaBLUNKOB, CEPTUUNLINPOBAHHbIE ApalBepHI,
KOpnopaTUBHbIE BCTPOEHHbIE UHCTPYMEHTbI
mLinux: MoxeT noTpeboBaTbCs py4Hasi HACTPOWKa ApanBepoB unn sigpa

MporpammHas dkocucrtema

m\Windows: Nnybokas nHterpaumsa ¢ Microsoft Office, Azure, Active Directory
Linux mLinux: TpebyloTca aHanorn CTOPOHHNX NPOU3BOAUTENEW UM C OTKPLITHIM

UCXOOHbIM KOOOM

Linux Logo O6y4eHue MNMonb3oBartenen 1 AQMUHUCTPATOPOB
mWindows: VIHCTpyMeHTbI, ynpaBsnsiemble rpadgudecknm nitepdgencom (GUI),
cornacoBaHHble B pasHbix cpeax.
mLinux: Bonee cnoxHei HTEPdeEc komaHaHon ctpoku (CLI), bonee kpyTas
KpvBasi 0bydeHUs1 Anst HEKOTOpbIX 3a4ay agMUHUCTPUPOBaHKS

CootBetcTBMe TpeboBaHMsAM n CepTudukartbl

mWindows: CooTtBeTctByeT TpeboBaHnam FedRAMP, ISO 27001, HIPAA, SOC
mLinux: 3aBucut oT AMCTpMBYTUBA; cepTmdmKaLmsa 06bIYHO Bo3naraeTcs Ha
CMCTEMHOro uHTerpaTopa

YnpaBneHue O6HOBNeHUsAMMU

mWindows: BcTpoeHHoe ynpaBrneHue NcnpasrieHusiMm ¢ BO3MOXHOCTbIO OTKaTa
mLinux: MHCTpyMeHTBI pasnuyatoTcs (Hanpumep, yum, apt); BO MHOTMX Cryvasx
HeT BCTPOEHHOIO oTkaTa

MoHuTopuHr u Begenue XypHana

m\Windows: [Nporpamma npocmMoTpa cobbITniA, LIeHTp agMUHUCTPUPOBaHMS
Windows, CUCTEMHBIV LIEHTP

mLinux: TpebyeT ycTaHOBKM Takmx MHCTPYMEHTOB, Kak Logrotate, Journald, Nagios

MapameTpbl ABapuiHoro BoccrtaHoBneHus
mWindows: BocctaHoBneHne Cuctemsl, TeHeBoe KonupoBaHue TomoB,
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BCTPOEHHbIe CpeacTBa Pe3epBHOro KOMMpoBaHus
mLinux: 3aBMCUT OT KOHJMrypaumu; 4acTo TpebyoTCca CTOPOHHNE UHCTPYMEHTHI

O6wasn CtonmocTtb BnapgeHus (OCB/TCO)

m\Windows: Bonee BbiCOKasi CTOMMOCTb JIMLEH3NPOBaHUs, HO 6onee HM3Kkue
3aTpaTbl Ha 0by4eHune 1 uHTerpaumo

mLinux: Bonee H13Kas CTOMMOCTb NMLEH3MPOBaHUS, HO Bonee BbiCOKME 3aTpaThbl
Ha MHTerpaumio n obcnyxmeaHue

KnroueBble MNMpeumyuiectea Windows B KpUTUYECKM BaXHbIX cpeaax:

mllinpokas Mopnepxka MpunoxeHun

[ns KpUTMYECKN BaXKHBIX MPUINOXEHUI B TaKUX OTPachsiX, Kak 30paBoOXpaHeHNne,
dMHaHCbI 1 NPOU3BOACTBO, YacTO NPUOPUTET OTAAETCA COBMECTUMOCTM C
Windows

mlloanepxka KopnopatuBHoro YpoBHA

Kputndeckun BaxkHble cucTeMbl TPEDYIOT NpeackasyeMbix NyTEN peLleHust.
MawkpocodT NnpeaocTaBnisieT KOHTPaKTHble rapaHTum 6e3oTkasHol paboTel n CYO
— T0, YTO peako BcTpedaeTcs B Mupe Linux, ecrniv TofnbKo He NCMNOorb3yTes
OOPOrocTosLMe KOMMEpPYECKMe OUCTpMOYTMBEI

mbesynpeyHasa BesonacHocTb U CooTBeTcTBUE TpeboBaHUAM
BesonacHocTb B Windows onTMMM3npoBaHa U COOTBETCTBYET OCHOBHbIM
HOpMaTUBHO-NPaBoOBbIM 6a3zaM. HaunHas ¢ wudpoBaHMsa AncKa 1 3akaH4nBas
Ge3onacHow 3arpy3kon 1 BCTPOEHHOW ayTeHTUdMKaunel nons3oBaTenen,
Windows saBnsieTca 6e3onacHon nnatgopMon No yMoyYaHuio

mMHTerpupoBaHHbIe MHCTPYMEHTbI U JKkocucTema

HeT HeobxogmmocTn cobrpaTb U NoAAepuBaTb HAbOP HE3aBUCUMBbIX
MHCTPYMeHTOB — Windows 06beamHaeT MOHUTOPUHT, naeHTUdmkaumio,
06HOBMEHNs1 N obnayHble pecypchbl B eANHYH 3KOCUCTEMY, KOTopas "NpocTo
paboTaet"

mJlyuwe MNopgxoguTt ana CtaHpaapTusnpoBaHHbIX Cpen

Ons komaHg, paboTatoLmx B yCNOBUSIX CTPOTMX ONepaLMoHHbLIX NpoLeayp unm
orpaHuveHun npu BHegpeHun, Windows obecneumBaeTt cornacoBaHHOCTb
pa3BepTbiBaHWI 1 ABNSETCSH BCEMUPHO NPU3HAHHON nnaTgopmon Ang
onepaLunoHHbIX rpymnn

mllpocToTta UHTerpauun
Windows nssectHa cBoen nnaBHON UHTErpaumen ¢ Apyrmmu Nnpoaykramm un
cnyx6amn Microsoft, Takumu kak Azure, 4To nosbiwaeT 3hPEKTUBHOCTb paboThl

mYAgo6c¢cTBO paboThl ¢ MNonb3oBatensamu

Windows - aTo nnatdopma, ¢ KOTOPOW MHOTME CneunanmncTel UMeT 6onbLUIo
onbIT paboThbl, YTo obecneyvnBaeT 6onee NnaBHoe oby4YeHNe KOMaHabl U CBOAUT K
MUHUMYMY BPEMS MPOCTOS

m[lononHuTenbHble CKpbITble 3aTpaTbl

Linux MOXeT CTOMTb JOPOXKe U3-3a OTCYTCTBUS COOCTBEHHBIX CNEeLnanucToB Mo
Linux, a Takke us-3a 3aTpaTt Ha 00y4YeHue A4S KOMaH, BNepBble UCMOSb3YHOLLMX
Linux. Kpome Toro, 3atpatbl MOryT YBEMNUUUTLCS NPU UCNOMb30BaHUW NOALEPKKN
npemunym-knacca (Hanpumep, Red Hat, SUSE)

mPeweHuns KopnopatusHoro YpoBHs

Windows npeanaraeT HagexHble KoprnopaTuBHbIE MHCTPYMEHTBI, Takne kak Active
Directory, Hyper-V n System Center, KoTopble HeO6X0ANMbI Afsi yNpaBrneHus
KpymHOMacLWITabHbIMK CMCTEMaMU N CETAMMU

mHTYNTNBHO MOHATHLIN N YA06HLIN UHTepdelic

Windows obnagaeT MHTYUTUBHO MOHATHBLIM rpachuyeckumM MHTEpPdENCOM
nonb3oBartens (GUI), 4To Nno3BonsieT HOBMYKaM 1 Nofb3oBaTensiM, He
obnagatLmmM TEXHUYECKMMU 3HAHMSIMW, NETKO OPUEHTUPOBATLCS B CBOUX
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cucrtemMax n ynpaenatb MMun

mO6wupHbLIN Habop MO u Hactponku O6opyaoBaHua "Plug-and-Play"
HacnaxpganTecb JOCTYNOM K LUMPOKOMY CMEKTPY NporpaMmMHoro obecneyexus,
BKITlOYas BegyLLMe B OTpacnu peluenus, Takue kak Adobe Creative Suite n
Microsoft Office, obecnednBatoLLe HENPEB3OWAEHHYIO MPON3BOAUTENBHOCTb U
pesynbTaTnBHOCTbL. Kpome Toro, 6narogaps dyHkumoHaneHocTu plug-and-play
apareepbl Windows 4OCTYMHbI 1 NPOCTLI B YCTAaHOBKE, YTO ob6ecneynBaeT
B6ecnpobnemMHyo HacTporKy obopyaoBaHus

mPerynsapHbie O6HoBnNeHuA u NMopaepxka
MaiikpocodT NnpeaocTaBnseT NOCTOSAHHbIE OOHOBMEHMS!, NAT4YN U
npodeccroHanbHyo nogaepxky, obecnedneas 6e30nacHOCTb U HAAEXKHOCTb

mPacwunpeHHble Pecypcbl n HapexHasa nognepxka OTpacnu
O6wupHas 6a3a nonb3oBaTenen U HagexHasa oTpacneBas nogaepxka
obecneuynBatloT Nerku 4oCTymn K MOMOLLM U pecypcam, CNocoBCTBYS POCTY U
WHHOBaLMAM

MopaBoposa ntorn

B ycnoBusx, roe npegckasyeMocTb, COOTBETCTBME TpeboBaHMAM, nogaepxka u
CTabunbHOCTb MMEIT NepBOCTENEHHOE 3Ha4YeHne, Windows siBnseTcs nyywmm
BbIOOPOM ANS KPUTUYECKM BaXXHbIX cucTeM. B To Bpems kak Linux oTnuyHo
NOAXOAMUT AN CNeLMann3npoBaHHbIX CUTYaLUIA, TakKNX Kak BCTpaMBaeMble Unm
KOHTelHepHble cpeabl, Windows npegnaraeT HageXHyr KOpnopaTUBHYH OCHOBY,
KOTOPOW AOBEPSAIOT OTpPacnu no BceMy mupy. Ero komnnekcHas akocucrema
obecneunBaeT HaOEXHOCTb M MMaBHYK MHTErpaumio, YTo AenaeT ero
npeanoYTUTENbHON NNaTOPMON ANS OpraHn3auuin, KoTopbiM TpebytoTcs
cTabunbHas NpoM3BOAUTENBHOCTL U 6E30MaCHOCTb.

YT106bl NONYy4nTb KBANMMULNPOBAHHYK TEXHMYECKYI0 MHOpMaLMIO 1
MHOMBMAOYamNbHbIE PELUEHUs], CBSXKUTECH C HALLMMKM CneumanMcTaMmmn no npoaykram
1 y3HanTe GonbLue.

O OTepe

B 2022 roay B MockBe 6bina 3anyweHa komnaHua 3TEPE 00O,

KOTOpas NpefocTaBiseT Nyylime NnporpaMMHbie MHHOBAUWUU U YCNYTrU amepe
nonb3oBaTtensMm Poccmun n permoHoB. DTepe pa3paboTaHa no Henporvisopesaan cucrewa

POCCUINCKOM TEXHOMNOMMK, HO OBTSIHYTaA B MOAHOW UTaNbSHCKOM
oaexzae. bnarogaps nonHocTbO MacwTabupyemomy pabouemy
rnpoueccy 2KocmcTeMa JTepe naeanbHO NoagxoauT Ansa meama-
opraHusauun nwboro pasmepa. Kpome Toro, 3tepe no3sonsieT BaMm
BblbMpaTb npeanodntaemoe Bamm obopynosaHme 6e3 Kakmx-nnbo
orpaHu4yeHmi. agecTtHas CBOMM NPeBOCXOAHbIM CEPBMCOM, KOMMaHMS
DTepe npeanaraeTt Kpyrio0CyTOUHYO NOAAEPXKKY MO BCEMY MUPY,
6ecnnaTtHble 06HOBNEHMS NporpaMMHOro obecneueHus u anrpenabl. C
CamMoro Havana Baluero nyTtewecTBMsa C HaMW Mbl NpOBeAEM Bac yepes
KaXKAbl 3Tan NpoekTa, OT KOHCY/IbTUPOBAHMS MO NPOEKTY U
pa3paboTkun pabodero npouecca A0 YNpaBfieHUS USMEHEHUSAMMU,
3anycka B 3KCniyaTauuto 1 3a ero npeaenamu. Jtepe AaeT BaM CUibl
Ha byaywee. www.etere.su
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